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Reliability Optimization Models for Embedded
Systems With Multiple Applications
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Abstract—Summary and Conclusions—This paper presents
four models for optimizing the reliability of embedded systems
considering both software and hardware reliability under cost
constraints, and one model to optimize system cost under multiple
reliability constraints. Previously, most optimization models have
been developed for hardware-only or software-only systems by
assuming the hardware, if any, has perfect reliability. In addition,
they assume that failures for each hardware or software unit are
statistically independent. In other words, none of the existing opti-
mization models were developed for embedded systems (hardware
and software) with failure dependencies.

For our work, each of our models is suitable for a distinct
set of conditions or situations. The first four models maximize
reliability while meeting cost constraints, and the fifth model
minimizes system cost under multiple reliability constraints. This
is the first time that optimization of these kinds of models
has been performed on this type of system. We demonstrate
and validate our models for an embedded system with multiple
applications sharing multiple resources. We use a Simulated
Annealing optimization algorithm to demonstrate our system
reliability optimization techniques for distributed systems, because
of its flexibility for various problem types with various constraints.
It is efficient, and provides satisfactory optimization results while
meeting difficult-to-satisfy constraints.

Index Terms—Embedded system, redundancy, reliability allo-
cation, reliability optimization, resource sharing, system design,
system reliability.

NOTATION AND NOMENCLATURE

X/ilj System architecture X, with ¢ hardware faults toler-
ated, and j software faults tolerated

n Number of subsystems within the embedded system

m; Number of hardware component choices available
for subsystem ¢

i Number of software versions available for sub-
system ¢

R Estimated reliability of the embedded system

R; Estimated reliability of the subsystem

Rhw;; Reliability of hardware component j at subsystem i

Rsw;y, Reliability of software component & at subsystem

Ci; Cost of using hardware component j at subsystem i
Cir Cost of developing software version k at subsystem 4
Cost Affordable Cost (Constraint)
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Pz, Probability that event = with type ¢ occurs, Qz; =
1— Pxz; (if one type of event x is applied, Pz; = Pz
and Qz; = Q for all 7)

Probability of failure of software version i, Qu; =
1-P Uy

Probability of failure from related fault between two
software versions, 7 and j, Qrv;; = 1 — Pru;
Probability of failure from related fault among all
software versions, due to faults in specification,
Qall = 1 — Pall

Probability of failure of decider or voter, Qd = 1 —
Pd

Probability of failure of hardware component 2. (If
only one type of hardware is applied, Ph; = Ph for
alli. Qh = 1 — Ph)

Reliability requirement constraint for application .

PU,’
P’I“’Uij

Pall

Pd

Phi

Const_i

1. INTRODUCTION

OR MISSION critical systems, redundancy techniques

are commonly applied to achieve high reliability. For
embedded systems consisting of software and hardware com-
ponents, redundancy can be achieved by applying extra copies
of these components (in parallel) to handle the system work
loads. Various system redundant architectures have been pro-
posed [1]-[3]. The architectures result from different design
strategies of integrating software and hardware redundancy,
together with decision algorithms such as voting, acceptance
tests, or comparison.

Each of these systems can be modeled as a system with
subsystems connected in series, as shown in an example system
in Fig. 1. Each subsystem may have redundant hardware and/or
software components. The redundancy allocation problem for
these systems is known to be difficult (i.e., NP-hard) [4]. Many
researchers have proposed a variety of approaches to solve
the redundancy allocation problem using, for example, integer
programming, branch-and-bound, dynamic programming,
mixed integer, and nonlinear programming [5]-[10]. However,
these techniques can only be used effectively for relatively
small problem sizes, due to their intense computational require-
ments. Recent optimization approaches [11]-[13] are based on
heuristics such as Genetic Algorithms (GA), and Tabu Search
(TS). All of these approaches were developed for optimizing
reliability for either software or hardware systems individually
[5]-[13]. Here we consider systems consisting of both software
and hardware components.

In this paper, we present optimization models to select both
software and hardware components, and the degree of redun-
dancy to optimize the overall system reliability, with a total cost

0018-9529/04$20.00 © 2004 IEEE



WATTANAPONGSAKORN AND LEVITAN: RELIABILITY OPTIMIZATION MODELS FOR EMBEDDED SYSTEMS WITH MULTIPLE APPLICATIONS 407

Audio Filter Decode Text
A/D @ @ 6 @ ( @ Speech . . X
CPU N1 N2 DSp N3 N4 SGI NS N6 CPU

Fig. 1. A speech recognition system.

constraint. In the system, there are a specified number of subsys-
tems in series. For each subsystem, there are several hardware
and software choices to be made. The system is designed using
commercial off the shelf (COTS) components, each with known
cost and reliability.

We use a Simulated Annealing (SA) algorithm as our op-
timization approach. SA [14]-[17] is a heuristic optimization
model that has been applied effectively to solve many difficult
problems in different fields such as scheduling, facility layout,
and graph coloring/ graph partitioning problems [15], [17]. SA
has its name associated with the usage of “temperature” which
is changed based on “a cooling schedule” used as a tunable
algorithm parameter. SA is a stochastic algorithm with a perfor-
mance which depends on the specification of the neighborhood
structure of a state space, and parameter settings for its cooling
schedule. The algorithm is based on randomization techniques,
having its iterative improvement based on neighborhood (or
local) search. Decreasing temperature in the cooling schedule
corresponds to narrowing of the random search process in the
neighborhood of the current solution. Compared to GA, the
SA algorithm is less complicated yet effective, with fewer
parameter settings.

For simplicity, throughout this paper we assume:

1) The failure times for each hardware component are sta-
tistically independent.

2) Component reliability is either a constant (for an implied
fixed mission time), or a time-dependent failure rate.

3) Each component is nonrepairable, and has two states,
functional or failed, with known reliability (determin-
istic).

4) All hardware redundancy is active.

The notation and nomenclature used to describe these relia-
bility optimization models, as well as for the rest of this paper,
are presented next. Then, in Section II, we discuss the concepts
behind the redundant embedded system architectures used in the
optimization models, and our four optimization models are pre-
sented in Section III. Next, in Section IV, we describe the Simu-
lated Annealing approach. In Section V, we present an example
system with multiple applications sharing resources, to demon-
strate the effectiveness of our optimization models, and present
results and discussion. Last, in Section VI, we discuss future
work.

II. EMBEDDED SYSTEM ARCHITECTURES OVERVIEW

In this section, we present two typical embedded system re-
dundancy techniques or architectures, which are considered in
our optimization models. In each architecture, both software and
hardware redundant components are considered. Software and
hardware component failures each have different effects on one
another, and on the overall system. We consider related faults
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Fig. 2. Redundant embedded system architectures: NV P/0/1, NVP/1/1
and RB/1/1[1], [2].

between any two software versions and among all software ver-
sions by the Prv;; and Pall terms, respectively. Prv;; rep-
resents the probability of a related software fault. It exists no
matter how the versions are independently developed [18]-[20].
Pall accounts for related faults from all the software versions,
due to error(s) in the software design specification. In addition,
we include faults of the software voting algorithm (Pd) in the
system reliability analysis.

A. N-Version Programming (NV P) Architecture [1], [2]

This model consists of an adjudication module called a voter,
and N independently developed software versions, which are
functionally equivalent. N is usually an odd number. This
NV P model is based on the same concepts as [N-Modular
Redundancy (N M R), which is a hardware redundant archi-
tecture [21]. In the NV P model, all N software versions are
executed for the same task, and often at the same time (i.e., in
parallel). Their outputs are collected and evaluated by the voter.
The majority of the outputs determine the voter decision. Two
subclasses of NV P architecture are discussed in detail next. In
this paper, we consider only NV P/0/1 and NV P/1/1, where
reliability estimation can be readily computed.

1) NV P/0/1 Architecture: This model has zero hardware
faults tolerated, and a single software fault tolerated, as shown
in Fig. 2. The system architecture consists of three independent
software versions (components) running in parallel on a single
hardware component. This system fails if one of the following
conditions occurs:

* related fault between software versions

e fault from the voting algorithm

* fault from software specification

* hardware fault

e fault from two out of three software version failures
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Therefore, we can compute the probability that an unaccept-
able result occurs during a single task iteration, 1 — R(¢), which
is represented by a sum of disjoint products:

(PT’()12 U Pruvqs U P’I“’U23)
x | J pd| JPall| JPr|
X [(Pvl ﬂ Pvg) U
X (Pvl ﬂ PU3) U (Pv2 ﬂ PU3)}

= (Prviz + Qrvi2Prviz + QrviaQrviz Progs)
+ (Qrv12Qrv13Qrues Pd)
+ (Qrv12Qrv13QrvesQdPall)
+ (Qrv12Qrv13Qrva3QdQall Ph)
+ (Qrv12Qrv13Qrve3QdQallQhPuy Puy
+ Qrv12Qrv13QTv23QdQallQhQu PvyPus
+ Qrv12Qrv13QruesQdQallQhQus Puy Pus).
(1)

2) NV P/1/1 Architecture With N = 3: This model con-
sists of three independent software versions, each running on a
separate hardware component, as shown in Fig. 2. Any hardware
failure can cause the associated software to produce unaccept-
able results. The system is functioning if 2 out of 3 software
versions (on working hardware) are functioning. Failures of a
software version and an unrelated hardware component can also
lead to system failures.

The probability that an unacceptable result occurs during a
single task iteration, 1 — R(t), based on [2], is represented by
sum of disjoint products:

U Prv;; UPdUPallU

Vi, Vi

X [((Pu1 UPhl) U (Pv2 ﬂPhQ)) U
x ((Pv1 UPhl) U (Pvg, ﬂPh3>) U
x ((Pv2 Uphg) U (Pvg mPhg))]

= (Prv+ QrvPrv + Qrv* Prv)
+ (Qrv*Pd) + (Qrv*QdPall)
+ (Pv1 Pu2Qrv*QdQall
+Pu1 Pu3QuaQro*QdQall
+ Pvs PusQuq Q’I“UBQanll)
+ Pv1PhiPhoQuaQusQrv*QdQallQhs
+ Qrv3QdQall Phy Ph3QhaQus(1 — Puy Pus)
+ Pu3PhiPhsQui QuaQrv*QdQallQhs
+ Qrv*QdQall Phy PhsQhyQuy(1 — Puy Pus)
+ PvyPhyPhsQui QusQrv*QallQdQh,
+ Qrv3QanllPh1Ph2Qh3Qv1(l — Pvy Pu3)
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+ Pv1 PhsQuaQusQrv2QallQdQhi1Ohs
+ Pv1PhaQuaQusQrv2QallQdQh1Ohs
+ PvyPhoQui QusQrv*QallQdQhiQho
+ PvyPhi1Qui QusQrv*QallQdQhoQhs
+ Pu3Ph1Qui QuaQrv*QallQdQh, Qhs
+ PusPhaQuiQuaQro®QallQdQhaQhs  (2)

where Prvis = Prvis = Pruvss = Pro.

B. Recovery Block (RB): RB/1/1 Architecture [1], [2]

This model, also shown in Fig. 2, consists of an adjudica-
tion module called an acceptance test, and at least two software
components, called alternates. When the system begins to op-
erate, the output of the first or primary alternate is tested for
acceptance. If it fails, the process will roll back to the beginning
of the process, and then let the second alternate execute & test
its output for acceptance again. This process continues until the
output from an alternate is accepted, or all outputs of the alter-
nates have been tested and fail.

The system consists of two hardware components, each
running two independent software versions: primary and sec-
ondary. The primary version is active until it fails, and the
secondary version is the backup spare. System failures occur
when both versions fail, or both hardware components fail. The
probability that an unacceptable result occurs during a single
task iteration, 1 — R(¢), based on [2], is represented by sum of
disjoint products:

Prow|J PalJ Patt|J (Pha (Y Pha) | (Por () Po)

= Pruvys + Qrvia Pd + Qrv2QdPall
+ Q’M)lQQan”PhlPhQ
+ Q’I"?)12Qan”(1 — P}Llphg)PUlPUz. (3)

III. MODEL FORMULATION

With these practical redundant architectures, we develop four
optimization models for the reliability of embedded systems.
Each model covers different redundancy structures suitable for
different situations.

A. Model 1: Choices for Components but no Redundancy

For Model 1, the problem is to find the optimal set of
software and hardware selections for all subsystems, without
redundancy. There are functionally equivalent choices avail-
able for each subsystem function. The problem formulation
is to maximize the system reliability, which is the product
of the subsystem reliabilities, subject to a specified cost con-
straint. Each subsystem reliability is the product of the chosen
software version reliability, and the selected hardware com-
ponent reliability. The system cost is the summation of costs
of the selected software versions, and the selected hardware
components.
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Formulation: Maximize system reliability, ?, by choosing
an optimal set of hardware and software components for each
subsystem by:

Max R = ﬁRi
i=1

m;
subjected to inj =1, i=12,...,n
j=1

Dpi
Yyr=1 i=12...n
k=1

nom L
Z Zwijcij + Z Zyikcik < Cost

=1 j=1 i=1 k=1

:Eij:071 yij:07]- 'L':].,2.,...,TL
j:1,2,...,mi, ]43:1,2,...,}72'
m; Pi
where Ri = Z injyithwinswik.
ij=1k=1

B. Model 2: Choices for Components With or Without
NV P/0/1 Redundancy

For Model 2, the problem is to find the optimal software
and hardware allocations for all subsystems with or without
NV P/0/1 redundancy. This model, and the following models,
are suited for systems dedicated to more critical tasks. The
problem formulation for this model is the same as in the pre-
vious model, except that each subsystem can use NV P/0/1
redundancy allocation. Reliability is calculated according to
the NV P/0/1 redundancy configuration explained earlier in
Section II-A-I. Component (hardware or software) reliability
of the NV P architecture is assumed to be available as constant
values. These are reliability/unreliability of each allocated
hardware component, software version, voter/decider algo-
rithm, related faults between software versions, and related
faults due to errors in software specification. Each allocated
software version is allowed to have a different reliability value,
unlike several proposed models where all of the software
versions have the same reliability value [2]. The system cost
is the summation of the costs of all selected software and
hardware components/versions. We assume that the cost of
the voter/decider algorithm is a very small constant value, and
can be neglected, compared to the cost of the NV P/0/1/
redundancy. From our knowledge, no paper has presented a
general cost of the voter/decider algorithm. Otherwise, the cost
can be easily included into our optimization model.

Formulation: Maximize system reliability by choosing an
optimal set of hardware and software components for each sub-
system by

Max R:ﬁRi

i=1

subject to inj =1, i=1,2,...,n
j=1

Di

Zyik:10r3, 1=1,2,...,n
k=1

n m; n Pi

Z Z z;;Cij + Z Z YirCir, < Cost
i=1j=1 i=1 k=i
;=01 y;=0,1 i=12,....n
j:1727"'7mi-, k:12/pL
m;  Pi
where R; = Z injyithwinswik,
j=1k=1
pi
k=1
Pi
k=1

C. Model 3: Choices for Components With or Without
NV P/1/1 Redundancy

For Model 3, the problem is to find the optimal software
and hardware allocations for all subsystems with or without
NV P/1/1 redundancy. This model extends Model 2, but in-
stead of zero hardware faults tolerated, a single hardware fault
is tolerated.

Maz R:ﬁRi

i=1

m; Dpi
subject to inj =1and Zyik =1
j=1 k=1

m; Pi
or 3inj = 3 and Zyik =3
j=1 k=1

n  m; n Pi

Z Z!Eijcij + Z Zyikcik < Cost

i=1 j=1 i=1 k=1

Lij :0,1 Yij :0,1 1= 1,2,...,71

j:l,2,...,mi7 k:172,...,p1‘
mg  Pi

R; = Z injyithquswm
J=1k=1

where

m; Pi
j=1 k=1

D. Model 4: Choices for Components With or Without
RB/1/1 Redundancy

For Model 4, the problem is to find the optimal software
and hardware allocations for all subsystems with or without
RB/1/1 redundancy. This model is also based on Model 2,
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but captures optimization analysis for the Recovery Block
architecture.

Maz R= HR,L-
i=1
m; Di
subject to inj =1land Zybk =1
j=1 k=1
mg Di
or 2Z$ij = 2and Zyik =2
j=1 k=1
n m; n Pi
DY wiiCij+ > > yaCin < Cost
i=1 j=1 i=1 k=1
Tij :071 Yij :07]. 1= 1,2,....71
7=L2....m;, k=1,2,....p;
m;  pi
where Rz = Z Za:ijyithwinswik,
j=1k=1

m;g Pi
ifzivij =1, Zyik =1
7=1 k=1
m; Pi
J=1 k=1

These models are useful to select the optimal embedded
(software and hardware) system structure, while considering
reliability and cost of the components. Each model offers
different redundant architecture choices from one another,
which are suitable for different system design conditions or
requirements. These four models maximize reliability while
meeting cost constraints. A heuristic optimization approach,
Simulated Annealing (SA), was used for the four optimization
models, as described in Section IV.

IV. SIMULATED ANNEALING ALGORITHM APPROACH

Our optimization is based on the Simulated Annealing opti-
mization algorithm [14]—-[17]. Optimization using the Simulated
Annealing algorithm is determined by several algorithm-spe-
cific parameters, and a cost function. For these optimization
problems, the cost is simply the sum of the costs of the compo-
nents. The parameter settings for the optimization are described
below.

Initial Solution: In our tests, the initial solution for each
model is selected randomly. In general, if we have some pre-de-
fined knowledge of some particular subsystems, hardware
and/or software units, we can select or fix the initial solution
for the subsystems accordingly.

Annealing Schedule (temperature reduction function)
[14], [15]: We implement a cooling schedule using the
geometric function: 7' = initT x T factor®, where 1" = tem-
perature, z is the temperature step number, :nitT is an initial
temperature, and T factor is a factor to decrease temperature
in each step. This geometric function causes the algorithm to
start with a rapid decrease in temperature (for small T factor),
and slowly cool down at the later temperature steps.
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Fig. 3. A real-time system [23].

From preliminary experimentation, appropriate initial tem-
perature, tnitT’, ranges from 100 to 140. Lower temperatures
results in premature convergence to a local minima, and higher
temperatures produce numerous, potentially unnecessary itera-
tions. The value of 1" factor used is in the range of 0.70-0.90.
Smaller values of T factor cause the cooling temperature to be
reduced too fast, which results in an insufficient random search
process in each neighborhood, at each temperature step.

The number of iterations per temperature step is an increasing
function: F'(iteration) = iteration x 1.18", where x = tem-
perature step, the same as above. This iteration function causes
more iterations in the later stages of the search, at lower tem-
peratures. With a higher number of iterations, near-optimal or
optimal solutions are expected to be found. The constant 1.18 is
a predefined value which works well for this particular problem.
This number was obtained from our preliminary runs.

Cost Constraint Consideration: For this paper, we consider
solutions which satisfy the cost constraint. The search is lim-
ited to this feasible region, and neighbor moves are only to new
values within the feasible region. In other work [22], we applied
a penalty function to solutions which violate the constraints
(i.e., nonfeasible solutions). Doing this, solutions with unsat-
isfied constraints can be considered with some penalties added
to the reliability/cost functions. Conceptually, this approach al-
lows the algorithm to explore new phases of the search space,
which leads to promising solutions [11], [12].

Selection of New Neighborhood Solution: Only one sub-
system is randomly selected to be perturbed at each iteration.
A new hardware component and a software component for the
selected subsystem are randomly chosen.

Stopping Criterion: We terminate the optimization simula-
tion when there is no improvement in the best solution within a
specified number of iterations. Because the search space in these
four optimization models/problems is not too large, we observe
that, at the temperature step 50, satisfied solutions were found
from the SA simulations.

V. AN EXAMPLE SYSTEM AND COMPUTATIONAL RESULTS

The reliability optimization models are now demonstrated
on an example system, which is the real-time system shown
in Fig. 3. The system [23] contains three network subsystems:
Bessel, Bohr, and Fourier; and five processing subsystems:
Galileo, Faraday, Halley, Kirchoff, and Ohm. Seven applica-
tions assigned to run on this system are labeled as applications
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fetch .| bus .| network .| bus .| hear
audio i En(e) "l 1o /0 audio
Galileo Galileo.bus Fourier Halley.bus Halley
Application A (Sampling Rate: 10 KHz)
fetch bus network bus hear
audio /0 /o /0 audio
Galileo Galileo.bus Bessel Kirchoff.bus Kirchotf
Application B (Sampling Rate: 33.3 KHz)
fetch bus network bus hear
audio /0 1 10 /0 audio
Galileo Galileo.bus Bessel Kirchoff.bus Kirchoff
Application C (Sampling Rate: 50 KHz)
fetch bus .| network bus hear
audio d /0 g /0 /0 "1 audio
Ohm Ohm.bus Fourier Kirchoff.bus Kirchoff
Application D (Sampling Rate: 11.1 KHz)
fetch R bus .| network bus hear
audio e /o g /o d /O "1 audio
Ohm Ohm.bus Fourier Kirchoff.bus Kirchoff
Application E (Sampling Rate: 1 KHz)
fetch .| bus network .| bus .| hear
audio /0 7o) /O audio
Ohm Ohm.bus Fourier Kirchoff.bus Kirchoff

Application F (Sampling Rate: 500 KHz)

Video
game

Halley
Application G (Sampling Rate: 6.6 KHz)

Fig. 4. Applications running on the real-time system [23].

A, B, C, D, E, F, and G, which are audio processing applica-
tions. Each of the applications performs fetch-audio processing
on one processing subsystem, and then the data is sent across a
network to another processing subsystem to process the audio
data.

The mapping of each application onto the system platform is
shown in Fig. 4. As a result, many hardware resources need to be
shared among the applications. To make the problem more real-
istic, utilization functions are considered such that the compo-
nent reliability is degraded when it is loaded by multiple appli-
cations. For this example, we initially perform system reliability
optimization with cost constraints. Then, we perform system
cost optimization with reliability constraints for multiple appli-
cations sharing the same hardware resources.

Because each application consists of subsystems connected in
series as shown in Fig. 4, the system reliability for each applica-

tion can be readily obtained, provided that each subsystem-re-
liability is known. Then, the reliability of the total system con-
sisting of all applications can be calculated, where all the uti-
lized subsystems are considered. Part of the available resources,
subsystems Faraday and Bohr, are not used for any application.
They are not considered in estimating the total system reliability.
The reliability of the system is therefore calculated as

Rsyste’m = UGRGalileo X UHRHalley X UKRKirchoff
><UO-ROh,m, X UFRFmI,'M',er X UBRBessel-

We assume that the utilization function for subsystem 7 is
given by U; = (0.99)1#/2]z; is the number of applications
running on subsystem ¢, and 0 < U; < 1. U; = 1 means that the
subsystem ¢ is used by a single application. If more applications
share the subsystem ¢, the value of U; decreases.
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TABLE 1
INPUT DATA: COMPONENTS AVAILABLE FOR MODELS 14
Name (i) | Component | HW Cost HW Version SW Cost SW
(i, ) Reliability (i, k) Reliability
Galileo 1,1 30 0.995 1,1 30 0.980
i=1 1,2 15 0.990 1,2 10 0.908
1,3 10 0.980 1,3 20 0.930
- - - 1,4 30 0.970
Halley 2,1 30 0.995 2,1 30 0.975
i=2 2,2 20 0.992 2,2 20 0.908
2,3 10 0.970 2,3 10 0.887
- - 2,4 20 0.968
Kirchoff 3,1 20 0.994 3,1 20 0.978
i=3 3,2 30 0.995 3,2 30 0.995
33 100 0.998 33 20 0.993
- - - 3,4 30 0.995
Ohm 4,1 40 0.996 4,1 20 0.985
i=4 42 20 0.988 4,2 25 0.980
43 27 0.990 43 29 0.992
- - 4,4 40 0.996
F :_’i”:r 5.1 10 0.9985 5.1 - -
Bessel
i=6 6,1 10 0.9980 6,1 - -

In this problem, Prv;; = 0.002 for all 4 and j, Pd = 0.002,
Pall = 0.003, which are in the range of the parameter values
used in the published literature [2]. For each processing sub-
system, many choices of software versions and hardware com-
ponents are available, as shown in Table 1. Each of the versions
or components has a reliability and cost.

As indicated in the table, the system has six subsystems (i.e.,
1 <2 < 6); and each subsystem has three hardware component
choices (i.e., 1 < j < 3), and four software versions available
(i.e., 1 < k < 4). However, the network subsystems (i = 5, 6)
have fixed hardware components, so no choices are allowed (i.e.,
7 =1,and k = 1).

A. Reliability Optimization With Cost Constraints

Reliability was optimized under various cost constraints for
the embedded system using the optimization Models 14, using
Simulated Annealing. As previously discussed, we randomly se-
lect an initial solution for each simulation run. For our relatively
small size problems, a result for a model was obtained within a
minute. Based on 10 runs for each model, with a specified cost
constraint, at least 8 runs produce the same results, which rep-
resent our results, consisting of component and redundancy al-
location information as well as the reliability of the system and
applications, as captured in Table II.

From the tables, the hardware component and software ver-
sion allocations are shown as “h” and “s”, respectively. “2h”
means that two identical hardware components are selected for
the corresponding subsystem ¢, choice j. Similarly, “3h” means
that three identical hardware components are selected. No iden-
tical software version is allowed for selection; therefore only
one “s” is shown for a selected choice for a subsystem. Models
2—4 allow component redundancy, so there can be either one or
three “s” for a subsystem in Models 2 and 3, and either one or

two “s” for a subsystem in Model 4. Similarly, there can be ei-
ther one or three “h” for a subsystem in Model 3, either one or
two “h” for a subsystem in Model 4, and one “h” for Models 1
and 2. These selections of “s” and “h” have to agree with the
structures of redundant architectures, as shown in Fig. 2.

We consider four cost constraints; 150, 200, 330, and 510.
Fourier and Bessel network subsystems, which are assigned
with fixed software and hardware component allocations, have
no change in their components in the table. From the table, at
a system cost of 150, no component redundancy is allowed,
resulting in the same component allocations in all four models.
The system reliability for this cost is 0.820 89, and the applica-
tion reliabilities, as well as the corresponding total system cost,
are shown at the lower half of the table.

With a cost constraint of 200, higher system and application
reliabilities can be obtained from all optimization models. Com-
ponent redundancy is selected from Model 4, resulting in the
maximum reliabilities provided at this cost, compared with the
other three models. Models 1-3 provide the same component
allocations and reliabilities for the system and applications. At
this low cost, no redundancy can be obtained from these three
models.

With the no-redundancy option, using Model 1, the system
cost of 330 gives the optimum component allocation. This is
evident because there is no change in the component allocations
and reliabilities when more system cost budget is available. The
optimal allocations can be visualized as the results of selecting a
software component and a hardware component with the highest
reliability for each subsystem.

When the cost budget is increased to 330, component redun-
dancy is selected from all the models where it is applicable. For
example, this is shown as redundant components selected for
Models 2 and 4 for subsystem Galileo, and from Models 2—4
for subsystem Halley.
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TABLE 1I
RELIABILITY OF SYSTEM AND APPLICATIONS FROM MODELS 1-4 WITH COST CONSTRANTS 150, 200, 330 AND 510

Components Cost=150 Cost =200 Cost =330 Cost=510
Choices | Models | Models | Model 4 | Model 1|Model 2 | Model 3 | Model 4 | Model 1 | Model 2 | Model 3 | Model 4
1-4 1-3
Galileo 1,1 s h,s s h,s h,s h,s s h,s h,s 3h,s 2h,s
1,2 s s 2h
1,3 h 2h S S
1,4 S S S S S
Halley 2,1 S h,s h,s S s h,s h,s S 2h,s
2,2 h S 3h,s S 3h,s
2,3 h 2h,s 2h
2,4 s s s S s S s s
Kirchoff 3,1 h h h h 2h,s
3,2 S h S S
3.3 S S S h S h h h h
3.4 S S s S
Ohm 4,1 s h h h s h h h 2h
42 h h h 2h
43 S s s s
4.4 S S S S S S S
Fourier 5,1 h,s h,s h,s h,s h,s h,s h,s h,s h,s h,s h,s
Bessel 6,1 h,s h,s h,s h,s h,s h,s h,s h,s h,s h,s h,s
System/Applications Reliabilities
System 0.82089 | 0.86462 | 0.89791 | 0.88309 | 0.89057 | 0.89021 |0.91884 | 0.88309 [ 0.89512 [ 0.90096 | 0.92008
App A 0.88251 | 0.92296 | 0.95850 | 0.92575 | 0.93736 | 0.93602 | 0.96269 | 0.92575 [ 0.93837 [ 0.94447 | 0.96361
Apps B, C 0.91796 | 0.93201 | 0.94701 | 0.93765 | 0.93770 | 0.93483 | 0.95403 | 0.93765 [ 0.94250 [0.94611 | 0.95428
Apps D, E, F 0.93064 | 0.93725 | 0.93725 | 0.95439 | 0.95056 | 0.95152 | 0.95492 | 0.95439 | 0.95439 [ 0.95439 | 0.95531
Apps G 0.92957 | 0.95753 | 0.97865 | 0.96042 | 0.96850 | 0.97108 | 0.98141 [ 0.96042 [ 0.96850 [0.97108 | 0.98227
Cost 150 199 199 330 330 330 329 330 420 510 509

where h = a hardware component allocation and s = a software version/component allocation

With a cost budget of 510, the results indicate that more com-
ponent redundancy can be selected for Models 2 —4, resulting in
higher reliabilities obtained from each of the models, as com-
pared to the results at the lower cost constraints.

In summary, results from the tables show that, at higher cost
budgets, the system and applications may be able to obtain
higher reliabilities using better or more component choices,
and component redundancy. Among these four optimization
models, at any fixed cost constraint, the reliability result from
Model 4 is the highest, and the reliability result from Model
3 is the second highest. This result agrees with data from
published literature [2], [24], which indicates that at a certain
cost, systems with the RB architectures yield higher reliability
than those with the NV P architectures. In other words, for the
same system reliability, systems with R architectures cost
less than those with the NV P architectures. In addition, with
the same software choices and hardware choices, systems with
the RB architectures outperform the systems with the NV P
architectures in terms of reliability.

B. Cost Optimization With Reliability Constraints

In this section, we examine the case where, instead of opti-
mizing reliability with cost constraints, cost becomes the objec-
tive function, and the system or application reliabilities are now
the constraints. The optimizing model formulation is as follows.

n m; n  pi
Min Cost = Z inj(]ij + Z Z Vit Cik
im1 j=1 i=1 k=1

m; Pi
Subject to Za:u =1and Zyik =1
j=1 k=1

m; pPi
j=1 k=1
Tij :0,1,2 Yij :0,1
k= 1727---7171'

R4 = UgRgatiteo X Rrourier X Ua Ruatiey

1=1,2,...,n

i=1,2,...,m;
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TABLE III
COMPONENT AND REDUNDANCY ALLOCATIONS UNDER RELIABILITY CONSTRAINTS
Components | Choices | Case 1:90% | Case 2: 92% | Case 3: 95% | Case 4: 95/92%
Galileo 1,1 S
1,2 S S s
1,3 2h,s 2h,s 2h 2h,s
1,4 S
Halley 2,1
2,2
2,3 H 2h,s 2h,s 2h,s
2,4 S S S S
Kirchoff 3,1 H H 2h h
3,2 S
3,3 N S S S
3,4
Ohm 4,1 S S h s
4,2 H H
43 s
4.4
Fourier 5,1 h,s h,s h,s h,s
Bessel 6,1 h,s h,s h,s h,s
> Const_A two hardware components with the same type & reliability are
Rp = UgRgatileo X RBessel X UKRK'irchoff Obtalr.led' . .
This model is the same as our Model 4, in the sense that
> Const_B ) .
both models consider the component redundancy architecture
Re = UgRgatiteo X RBessel X Uk Ricivchof RB/1/1. They have the same assumptions for software and
> Const.C hardware components. Hardware components, with the same
Rp = UoRowm X Rrourier X Uk Ricirchof reliability values, are selected for a system if redundancy is ob-
tained, while the selected software versions do not necessarily
> Const_D e
have the same reliability values.
Rp =UoRonm X Rrourier X Uk Riirchoff The constraints for this model are reliability requirements
> Const_E for some or all applications running on the common system
Rp = UoRohm X Rrourier X Uk Ricivchof s platform, previously shown in Fig. 3. The reliability of each
> Const F subsystem is calculated using (3) if RB/1/1 redundancy is

RG = UHRHalley Z Const_H

n
where  Rsyetem = [ [ Ri
=1

mq  Pi

R;, = Z Z T Yik Rhwij Rswig,
1=1k=1

m,; DPi
ifzxijzl, Zyikzl
i=1 k=1

m; Pi
Ri=FEq(3),if Y =2, > yix=2.
j=1 k=1

From the optimization model above, the total system cost
is the summation of all the selected software and hardware
components. This model allows a choice of component redun-
dant architecture RB/1/1 for each subsystem. We chose to
further investigate the RB/1/1 architecture choice, because
it has potential to give better reliability results compared with
the NV P/0/1 and NV P/1/1 architecture, as was shown in
Section V-A. For a subsystem without redundancy, a single
software version & a hardware component is selected; while
with RB/1/1 redundancy, two different software versions &

obtained. Otherwise, it is the product of the reliability of the
selected software version and the hardware component.

Using this model, we perform system cost optimization with
multiple reliability constraints. We consider the four following
different cases of reliability constraints.

Case 1) Application A, B, C, D, E, and F, each requires reli-

ability of 0.90

Case 2) Applications A, B, C, D, E, and F, each requires

reliability of 0.92

Case 3) Applications A, B, C, D, E, and F each requires

reliability of 0.95

Case 4) Applications A requires reliability of 0.95; and ap-

plications B, C, D, E, and F each requires reliability of 0.92.

The optimization results were obtained for each case. The re-
sults were compared to investigate how the constraints affect the
system cost, system reliability, and the reliability of other appli-
cations on the same system. We use the same cost and reliability
data from Table 1.

From Table III, we see that, for Case 1, only the subsystem
Galileo has redundant components allocated. For the other
three cases, each has more subsystems with redundant com-
ponents. This can be explained as an effect of the requirement
constraints. Comparing all cases, Case 1 has the lowest reli-
ability requirement, while Case 3 has the highest reliability
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TABLE IV
SYSTEM AND APPLICATION COSTS AND RELIABILITIES UNDER RELIABILITY CONSTRAINTS

System/Applications Case 1 Case 2 Case 3 Case 4
Rsystem 0.84296 0.88747 091173 0.88747
Ry 0.90624 0.95408 0.95969 0.95408
R, R¢ 0.94264 0.94264 0.95386 0.94264
Rp, R, R 0.93064 0.93064 0.95049 0.93064
R¢ 0.92957 0.97865 0.97865 0.97865
Cost 160 180 289 180

requirement. To satisfy the higher requirement, component re-
dundancy may be required. As a result, in Case 3, three of
the four subsystems have redundant components. Cases 2 and
4 have the same selected components and redundancy, due to
the relative similarity of the reliability requirements. If more
choices of components are available for each subsystem, more
suitable components could be selected. This could result in
different component and redundancy allocations for the system
in Cases 2 and 4.

Table IV presents reliability results of the total system,
Rsystem, and each application. It shows that the satisfied total
system costs for Cases 1, 2, 3, and 4 are 160, 180, 289, and
180, respectively. Compared with other cases, the system in
Case 3 has the highest system cost due to the relatively high
reliability requirements which are required. In contrast, the
system in Case 1, with lowest reliability requirements, has the
lowest cost. Since Cases 2 and 4 have the same component
and redundancy allocations, they have the same system cost.
The cost, however, is less than that required in Case 3, because
less component redundancy is obtained, as shown in Table III.
The results of the application reliabilities for each case, where
reliability requirement constraints are required, are shown in
bold in Table IV.

VI. SUMMARY AND FUTURE WORK

Based on our optimization results from the example prob-
lems, and previous research [22], it can be concluded that our
reliability optimization models with the SA approach provide
satisfactory reliability results while meeting the constraints. In
our research, the SA algorithm was selected to demonstrate
system reliability optimization or cost optimization techniques
for embedded systems, because of its flexibility for various
problem types with various constraints, and its efficiency in
computation time.

Similar to other researchers who have applied heuristic ap-
proaches to optimization models [11]-[13], [16], we chose the
SA algorithm as the optimization approach even though it pro-
vides no guarantee of optimality. To potentially obtain better
system reliability results, we plan to consider other heuristic
techniques such as the Genetic Algorithm or the Tabu Search
for system reliability optimizations as our future work. They
give promising results to some reliability optimization models
as presented in [11]-[13].

As future work, we also plan to consider hybrid fault-tol-
erant embedded system architectures such as a hybrid Recovery
Block (RB) and N-Version Programming (N'V P) model [25].
The model has a promising architecture to improve the total

system reliability with low cost, due to the combination of reli-
ability from the RB and the NV P architectures. For this hy-
brid architecture, RB can be embedded within an NV P by
applying an R B module to each version of the NV P. Similarly,
NV P can be embedded within an RB. These types of hybrid
architectures can be applied recursively to form many different
multi-level hybrid fault-tolerant architectures.
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