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Abstract

We present a technique for verifying the timing specifications of the interfaces between digital
systems. The verification process takes as input the timing protocols of each component as well as
the connectivity between the components. The technique proceeds in three steps. First, a graph is
built, which describes the causal relationships of events which can occur in the complete system.
Second, a set of requirements (from the specifications) are used to identify pairs of events which must
(or must not) happen with a particular temporal relationship. Third, for each such requirement,
the sequences of events which might lead to such a requirement violation are identified and traced
to determine if the requirement is violated or satisfied. The technique supports protocols with time
ranges on transitions, and conditional events based on dynamic sensitivity to system state.

Introduction: The Verification Problem

Attempts to reason about digital systems have been ongoing for many years [1-3]. Various methods
for modeling time delays have been proposed and formal verification methods investigated [4-7].
Methods based on simulation have also been used to verify circuits[8,9]. Recent work has taken a
symbolic approach to attempt to reason about circuits [10,11] as well as our previous work [12,13]
which investigated a simpler verification technique, upon which this work is based.

As in our previous work, our goal is to provide a technique for automatically verifying the temporal
protocols used in the interfaces between digital systems. The technique uses three kinds of infor-
mation about the system it is verifying. First, are the external actions of each of the component
sub-systems, or modules. These are (generally) taken by the module in response to external events
from other modules. Second, are the temporal constraints, or requirements, which each module
places on its environment in order for it to operate correctly. Taken together, these comprise the
temporal protocols of the system. Third, are the actual interconnections between the inputs and
outputs of the modules in the system. Given this information the technique is used to verify that
no sequence of actions (events) taken by the modules will violate any of the requirements specified
for the system.

In this work, the verification process is dependent on an underlying assumption that the system
is completely specified (i.e., all information regarding the system is known). This assumption is
necessary and sufficient for the verification process to occur. It is necessary since permitting the
possibility of unknown information in the system affecting system operation results in incorrect
reasoning. An incompletely specified system is one where not all information is known about
how all control signals in the system interact. Taken to an extreme, this implies that signals
may change values in an unpredictable manner, at any time, precluding the possibility of verifying
correct behavior. The assumption that the system is fully specified is sufficient for verification. If all
information is known about the system, then, within the scope of the model used, no unanticipated
action can occur in the system which could affect the verification process.

The verification methodology analyzes relationships between events on signals.! A signal is a
physical entity (e.g., a wire) or a virtual identifier (e.g., a variable) which can have two values, high
and low. Restricting signals to two values can be done without loss of generality in the verification

!This section provides an overview of the terminology which will be used; formal definitions appear in [12,14].



process since we can use variables to represent wires with arbitrary values. The transition of a
signal from high to low is called a falling event and the transition from low to high is a rising
event. Although the system supports time ranges for when events occur, the events themselves
occur instantaneously. The syntax A/ (A]) and A\ (A]) denotes rising and falling events on signal
A respectively.

Within this framework, the two kinds of statements which a designer can use to describe the
interface protocols are causality statements and requirement statements. These are analogous to
“recommended conditions” and “switching characteristics” in published data sheets. They are
also similar to Seitz’s functional relations and domain relations [15]. These statements describe
relationships between events.

The first type of statement describes causality: “eq[when wq] — eg[when wq] (A, B).” In this
expression: e; and ey are events (such as rising or falling); w; and w, are boolean expressions
called enabling expressions; and (A, B) is a min/max time range. The meaning of this expression
is that if event ey happens when wy is true then event e will occur provided wy is true within the
time range defined by A and B.

The second kind of statement expresses the constraints that a device puts on the rest of the
environment in order for it to operate correctly. This is a requirement on the temporal relationships
of signals to ensure correct operation of the device. During verification, a requirement is checked by
comparing the temporal relationship between its two events and determining if the required timing
is violated. There are two types of requirements in the system: positive requirements and negative
requirements. The positive requirement of “ej[when w1] | ex[when wz] (A, B)” means that event
ey and event e; are related such that event ey must occur no less than A and no more than B after
event ey. If the enabling expressions wy or wy are present, then wy or wy must be true when ey or
eg occurs for the requirement to be verified, otherwise the requirement is ignored.

The symmetric case to the positive requirement, called the negative requirement, is also supported.
The negative requirement is expressed as “ej[when wq] <> ex[when wy](A, B)” and means that
event e; and event ey are related such that event e; must not occur within the range A < ¢t < B
after event ey. If the enabling expressions wy or wy are present, then wy or wy must be true when
e1 or ey occurs for the requirement to be verified, otherwise the requirement is ignored.

The enabling expressions on all three types of statements are conjunctions of signal values and
negated signal values. For statements with enabling expressions, the values of signals in the system
must be consistent with the expression in order for the event to be active.

The tracing of the causalities to determine the relative time of events is complicated by two proper-
ties: time ranges on events and system state affecting enabling expressions. The handling of these
properties correctly is both difficult and necessary for the verification of non-trivial systems.

The remainder of this paper provides a description of the verification process. First, the analysis
procedure based on graph construction and traversal is presented. Next, the search process and
system history creation is described. Finally, the verification process using a complete system
history is discussed.



Event Graph Construction and Analysis

Given a set of causalities which define the system to be verified, a causal event graph is built where
the nodes of the graph are the events and the directed arcs in the graph are the causal relationships.
Each arc is annotated with the relative time range, A, and the two enabling expressions, wy and
ws. The requirements are not kept explicitly in the graph but are used to guide the search process.
Each requirement specifies a timing relationship which must be maintained between two events, ey
and ey, known as the requirement nodes or events. If these events ever happen, then they appear
in some causality and therefore the events are represented as nodes in the event graph.

Once the event graph is built, each requirement can be verified by tracing paths through the graph
which lead to the two events constrained by the requirement. To verify the timing relationship, a
common time reference must be established between e; and ey. This is accomplished by finding
all nodes in the graph which are ancestors to the requirement nodes. Ancestors of the requirement
nodes are all of the nodes in the graph which can cause the requirement event through one or
multiple causalities. All events in the graph which are ancestors to both requirement events are
called the ParentSet. Only nodes in the ParentSet can provide a common time reference between
e1 and e; and in a fully specified system, only nodes in the ParentSet can possibly cause a conflict.

For each node e € ParentSet, the graph is analyzed to determine if a single occurrence of e, the
common reference event, can cause both e; and ey in the system. Although e may cause e; or ey
in isolation, it may not be possible for e to result in both e; and e;. The paths in the graph from e
to e; and from e to e3 may be mutually exclusive due to the enabling expressions associated with
each causality along the path. The determination of possible paths through the graph is discussed
in the next section.

Creating System Histories

To verify a requirement, an analysis must be performed to determine if there is a path from
e € ParentSet to each of the requirement nodes, e; and e;. If a path can occur from e to one of
the requirement nodes, then that path is said to be active. Only if there are two active paths, one
from e to each requirement node, do e; and ey have a common time reference in e. This is the only
case where the relative time between e; and e, needs to be checked for requirement violation. If
both paths are not active, then it is not possible for a single occurrence of e to generate both ey
and ey and therefore it cannot cause a violation.

The forward analysis in time from a single event transition, e, is referred to as a system history,
H. A system history is a particular set of paths (or tree) through the graph representing a distinct
evolution of events based on a subset of all possible signal interactions. There are many possible
system histories which can be constructed from the occurrence of e. The histories may appear
identical before they “branch” into unique sequences of transitions. Some histories may contain ey
and eg and other histories may not.

The size of the search space of all possible system histories from a single reference event e can be
extremely large for even a small system. The nature of this problem leads to a tree-like search space
which has many alternatives or branch points. The reduction of the size of the search space by



minimizing the number of branch points is key to keeping the problem within a manageable scope.
This reduction is performed by: using a directed search based on the requirements, performing
reasoning with symbolic time ranges, and minimizing the bifurcation by splitting only when needed.

A system history consists of two sets of events: events which have been fully traced are kept in
P and their descendants which have not yet been fully traced are kept in F. System histories
are constructed as follows. As each event is moved from F to P, all causalities which have that
event as their left-hand side (LHS) and whose conditional is true have their right-hand side (RHS)
event added to F. As events are traced through the graph, histories are built up by moving events
incrementally from F to P.
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Figure 1: Hlustration of system history creation

Figure 1 shows an example of the creation of a system history. The system consists of two causalities
and an event, AT which occurs at ¢ = 0. The figure illustrates how events are inserted into F and
then moved from F to P as the system history is constructed. At a given time, the combination of
P and F is a system history which uniquely describes the state of the system.

To meet the goal of verification, we must construct all of the possible complete system histories
which may cause a requirement violation. A complete system history is a system history which has
reached one of two termination conditions: either F is empty (as in Figure 1), or F is identical to
a previous instance of F for that history. In the second case, the system history has cycled and no
new states will be explored by continuing to move events from F to P.

The construction of system histories is complicated by the interaction of enabling expressions of the
causalities. The enabling expressions can cause a bifurcation or split in the system history search
process and therefore result in multiple system histories.

Figure 2 illustrates the causality A/ when C -> B/ (10,10) knowing that A/ occurs from 0 < ¢ <
20, C falls at ¢ = 5 and C rises at ¢t = 15. In the analysis of this causality, there are three cases
to consider producing a three-way branch in the system history. The first case is if A rises in the
range 0 < ¢ < 5. In this case, A will cause B to rise as shown by B’. The second case is if A rises in
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Figure 3: Events on signal A during the construction of three system histories

the range 5 < ¢t < 15. In this case, the causality is not triggered and A/ does not cause B to rise.
The third case is if A rises in the range 15 < ¢ < 20. In this case, A will cause B to rise as shown
by B”. This simple example illustrates that although A rises in a simple time range, the next step
in the system history must be considered by a case analysis of the three possibilities and denotes a
system history branch point.

The creation of the three system histories hinges on the interaction of A/ with signal C. Figure 3
illustrates how the A transition is moved from F to P incrementally. When an interaction with
C occurs which requires a split in the system history, time is “rolled back” and the current A/
transition is bifurcated. As such, the history Hj results in a split where A/ is split into the region
from 0 <t < 5 and 5 <t < 20; further processing causes the ‘H. to be split. The three complete
histories where A/ occurs in 0 <t < 5,5 <t < 15, and 5 < ¢ < 20 can be seen in Figures 4, 5,
and 6 respectively. These figures also identify the events as they are incrementally transferred from

F to P.

A troublesome problem for some systems is the correct handling of reconvergent paths. In our
technique, reconvergent paths are handled during the construction of P. We enforce the restriction
that the time ranges of events for a given signal on P cannot overlap. This restriction is maintained
through the bifurcation of system histories whenever the time ranges of two events on the same
signal in P would overlap when moving an event from F to P.
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Figure 4: Complete history resulting if A transitions in 0 <¢ <5

An example of a reconvergent path is shown in Figure 7. For this example, the “naive” waveform is
what a designer might sketch where A’ and A” are both transitions of signal A which overlap in time.
Extending the concepts from the previous example with the added condition that transitions on the
same signal cannot overlap results in three individual complete histories, H,, H,, and H.. These
histories result from two bifurcations applied to the original transition A/. Thus, the reconvergent
path for signal A is split as needed and each case is fully traced.

System History Verification

Once a complete system history is built, the timing relationship between events can be evaluated to
determine if the particular requirement being tested is satisfied or violated. Since the requirement
being verified specifies two events, e; and ey with their associated enabling expressions wy and ws,
then the verification process compares all combinations of e; when wy and e; when wo present
in the complete system history. Each comparison directly yields whether this requirement has
been satisfied or violated. The entire system has been verified once each complete system history
generated for each requirement has been tested.
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Figure 5: Complete history resulting if A transitions in 5 < < 15

Conclusion

This paper has presented a technique for a temporal verification system for digital interfaces.
The verification process searches the space of possible system timing behaviors, looking for timing
violations. This search process is guided by the knowledge of the timing relationships that must
not be violated to ensure proper operation. This reduces the complexity of the search problem with
the tradeoff that the verification process performs only safety tests and not liveness tests.

The advantages of this approach are that it does not differentiate between synchronous and asyn-
chronous systems and works equally well for both. In addition, the system does not need additional
“hints”, user intervention, or require specific design styles. Finally, the technique supports proto-
cols with time ranges on transitions, and conditional events based on dynamic sensitivity to system
state.
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Figure 6: Complete history resulting if A transitions in 15 <t < 20
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